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1. The Developer Portal user interface

Use the menu items in the Developer Portal user interface to register applications, work with
APls, and obtain support.

The following sections detail the items in the main menu of the Developer Portal user interface,
and summarize the activities that you can complete on each of the associated pages.

1.1. Home
The Home links directly to the APIs page.

1.2. Getting Started
The Getting Started page describes the tasks that you complete to begin working with APIs in
the Developer Portal.

1.3. API Products

The API Products page shows all the APIs that are available for you to work with. Click the name
of an API to see the details of that API, and to test it.

1.4. Apps

From the Apps page, you register new applications so that you can use the APIs that are avail-
able to you. The Apps page shows all the applications that you have registered. Click the name
of an application to see the details of that application, and to modify it.

1.5. Support
From the Support page, you can view frequently asked questions, and submit a question or feed-
back by email.

page 3 of 24




2. Creating a new developer account
You can create new developer accounts in the Developer Portal.

Step 1: From the Developer Portal home page — developer.postbank.bg, click Create an account.

search O,

POStbank G STARTED  API PRODUGTS  SUPPORT

Solutions for your tomorrow

Innovate with our APls

Welcome to our APl portal where you will find a great selection of APIs for your awesome innovative apps

AISAPI 100 COF APl 100 PISAPI 100
Account Information Service P Confirmation Of Funds AP| Payment Initiation Service Pro
Step 2: Populate the available fields with Step 3: Click Create new account.

the details of the developer account you

want to create.

+ Name”

+ Last Name” Create an account
+  Company name
+ Username”

« E-mail* —
+ Password”

+ Confirm password *
+  Terms & Conditions *
« CAPTCHA"

NAME *
COMPANY NAME

E-palL *

*
mandatory field D e —

uppersase, digit ar punctuatian)
Password must be at least 8 characters in length.

Password *
Passward quality

Confirm passward *

Providz a password forthe newacoount in both fieks,

Aecept Terms & Conditions of Use *

g3 45

Wht code i in the imags?

Enterthe characheiz shown in the image.
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3. Changing your password

You can change your password in the Developer Portal password.

O You need to login to view this content!

Step 1: From the Developer Portal home page, select My account.

B postbank

Solutions for your fomorrow

GETTING STARTED  &F| PR

Innovate with our APls

Uzer account

Log aut

My arganizatian

welcome to our APl portal where you will find a great selection of APls for your awesome innovative apps

Step 2: Click Password

Accaunt HyhbridAuth Matifications Passward @

CURREMT PASSWORD

Enteryoursunent passward 4o change the Sassword Requast new password,

Password Requirements
Fassword must contain characters of at least 3 diferent types (lowercas
Fassword must beat lesst & characters in length.

Passward
Password quality:

Confirm password

Tarchang the sunent user passmond, ererthe new pasward in both fisds.

Step 3: Enter your current
password, then enter your
new password in the Pass-
word and Confirm pass-
word fields.

Accaunt HyhbridAuth Motifications Passward

CURREMT PAZEWORD

Enteryoursunent Fasaward o change the Sasswerd, Requast new passor,

Password Requirements
Fassword must contain characters of =t least 3 diferent types (lowercas
Fassword must be at least & characters in length.

Password
Fassword quality:

Confirm pEsswo

Tachangs the cunent user passvord, erterthe naw passward in both fiakds.

Step 4: Click Save

Account HyhbridAuth Matifications Fazsward

CURREMT PASSW IR

Enteryou reunent passwoid 1o change the Fssswon, Recuest new pasonord

Password Requirements
Password must contain characters of at least 2 different types (loweroas
Password must be at least & characters in length.

Password
Password quality

Confirm password
Paszwords match: yes

The passwotd doss not inclde encugh va rition to be ssee.

Pazsword mustcontain characters of at east S diferent types lowerass,
uppemasze, digit or panchuation).

Pazoword must baat east & charmchars in ength.

Tochange the cunentuser password, enterthe new pazswom in both fields.

@<
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4. Change user settings

You can edit user settings in the Developer Portal, including timezone and account settings.

O You need to login to view this content!

4.1. Changing your account settings

You can edit your Developer Portal account settings.

Step 1: Select My account in the Developer Portal home page.

Search O\

d Post b a n k HOME  GETTING STARTED AP PRODUCTS  APPS  SUPPORT & Usar gocount &

Solutions for your fomorrow

Ueer account

Lo aut

My arganization

Innovate with our APls

Wwelcome to our APl portal where yvou will find a great selection of APIs for vour awesome innovative apps

Step 2: Select Account, and then click Edit.

Accaunt Hubridbuth Motifications Fassward

Wigw Edit é

hAME *

Step 3: From this view you can change multiple features of your account.

Step 4: Click Save.

Terms and Conditions of Use

E Accept Tettas & Condiions of [se ™

-~
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4.2. Changing your timezone setting
You can change your timezone setting in the Developer Portal.

Step 1: Select My account in the Developer Portal home page.

‘3 POS t b an k HOME GETTIMG STARTED AFI PRODUCTS  APPS  SURPORT

Solutions for your tomorraw

User actount

Log cut

My arganization

Innovate with our APls

Wwelcome to our APl portal where you will find a great selection of APls for vour awesome innavative apps

Step 2: Select Account, and then click Edit.

Accaunt HyhridAuth Maotifications Passward

View  Edit é

MAME *

Step 3: You can change the time zone from this view, under the Locale Settings tab.

+ Locale settings

TIME ZOWE

UTC: Thursday, March 14, 2018 - (d4: 16 +0000 %

falect the desited ooz Line and time zone. Detes 3nd tinees thioughout this ste will be dispeywed uzing this time 2one.

Step 4: Click Save.

Terms and Conditions of Use

E Accept Tettas & Condiiohs of Use ™

e~
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4.3. Changing your application notification settings
You can change your application notification settings in the Developer Portal.

Step 1: From the Developer Portal home page, click Apps.

'3 POSt b an k HOME  GETTING STARTED  AP| PROCUCTS  APPS  SUPPORT

Solutions for your fomorrow

Step 2: Select the target application.

Step 3: Click Notification settings.

Test DEVELOR MENT

ol Anatytis b notiieation settings B Celste

Datails # Edit

o Test

Updsts &

Description
Test

OAuth Redirection URL
https:test

Step 4: Enable notifications, and then configure what you require notification for.

Edit application notification settings
Enable notifications for this applieation

Send a notification when

Riste limit i exceeded
R0% of the Rate limit is reached
79% of the Rete Uit i reeched

S0% of the Rate limit & rexhed
SELECT HOW OFTEN TO SEND NOTIFICATIONS
Every minute

Every haur

Every day

Bt activity feed

Email

SUBMIT

Step 5: Click Submit.
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5. Applications in the Developer Portal

You can view, edit, configure, and create applications in the Developer Portal.

5.1. Registering an application

O Before you can use an API, you must register your application to the Developer Portal!
When you register an application you are provided with a client ID and client secret for the ap-

plication. You must supply the client ID when you call an API that requires you to identify your
application by using a client ID and client Secret.

Step 1: Click Apps. The Apps page opens.

@ POS t b a n k HOME  GETTING STARTED AP PRODUCTS  APPS  SUPPORT

Solutions for your fomorrow

Step 2: Click Create new App.

w HOME GETTING 3TARTED  AF| FRODUCTS  AFF3  SUFFORT

Solutions for your fomorrow

Create new App

+CREATE MEW AFF @

Step 3: Complete the displayed fields.

Register application

Once you have created and activated your aecount, you can
create an application on your account!

vvvvvvvvvvv

nnnnnnnnnnnnnnnn
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Step 4: Click Submit. Your application is displayed.

a4 UTH REDIRECT URI

hittps:ftast.bg

The URL Chuth ows for iztion shoud be redirected 1o,

SUBMIT é

Step 5: Make a note of your client secret because it is only displayed once. You must supply the
client secret when you call an API that requires you to identify your application by using a Client
ID and Client Secret.

- Appliation sremted sucoesstully,

= Wourclient secret i

Show Client Secret é

Mawr that you've registered vour app, you can browse the available APl and subscribe

Wake a note of your client ID and client secret. These may be needed for your application to access the API

Your client secret will only be displayed once. 1Tyou forget or loge it, you can verify the secret o see ifit's correct or reset it to get a new one.

Te St I I DEVELOPMENT

ol fnabytics | Motification setting:

Details

Test ||

Updste &

Step 6: Optional: The client ID is hidden, to display the client ID for your application, select the
Show check box for Client ID. The client ID is displayed and can be hidden again by clearing the
check box

Details

Test ||

Upciste &

Deseriptian
Test

Oauth Redirestion URL
httpsftest.bg

Credentials @ Add credentizls

Default

Client 10

Show @

Cliant Secrat

Step 7: Optional: To add an image, click Update under the default image. A new window opens;
click Browse, select an image from your directory, and click Submit.

Test ||

Updste & é

Descrintion
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Upload an application image

Select an image

Choose File | Mo file chosen

Upload 2 file, allowed extansions: jpg, jpeg, prg, gif

SUBMIT @

Step 8: Optional: To specify or change the URL that authenticated OAuth flows for this applica-
tion should be redirected to, click the Edit icon and then update the OAuth Redirect URI field.

Test " DEVELOPMENT

ol &nalytios M Notification settings B Delete

Datails # Edit %

o Test Il

Update £

Deseription
Test

©auth Redirection URL
https: fest bg

Credentials @ 4dd oredentals

Edit application

TITLE

Tast

DESCRIPTION

Tast

©AUTH REDIRECT URI

https:fftast %

The URL i uth fows forthis a pplicstion shoud be redirected 1o,

Step 9: Optional: To change the application name or description, click the Edit icon.

Test ” DEVELOPMENT

aln Analytis | Notiicstion settings | [ Delete

Details # Edit %

o Test II

Upelate &

Deseription

Test

Qauth Redirection URL
https:jtest bg

Cregentials @ Add credentials

Your application is registered!
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5.2. Editing an application
You can edit applications in the Developer Portal. If a user has the correct permissions, they can
edit the content of any application in their organization.

Step 1: From the Developer Portal home page, click Apps.

d POS t b a n k HOME  GETTING STARTED  AF| PRODUCTS  APPS  SUPPORT & Usoraccount w

Solutions for your fomorrow

Step 2: Select the target application.

Step 3: Click Edit.

Test " DEVELOFMENT

ot #nalytis | M Notficstion settings | [l Delete

Details £ Edit %

o Test I

Updlate &

Description
Test

Oauth Redirestion URL
https: jfast be

Credentials @ Add credentials

Step 4: Make any required changes, then click Submit
Edit application

TITLE

Test

DESCRIPTION

Test

4 UTH REDIRECT LRI

https:fftest

The URL Criuth fowes for ion hou i be redirshed 1o
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5.3. Deleting an application
You can delete applications in the Developer Portal.

Step 1: From the Developer Portal home page, click Apps.
Step 2: Select the required application.
Step 3: Click Delete.

Test " DEVELOPMENT

aln Analytis | Notiicstion settings | W Delete é

Details #F Edit

o Test II

Update &

Description

Test

Qauth Redirection URL
https:jtest bg

Cragantiale @ Add credentials

Are you sure you want to delete this application?

This action cannct be undeone!

& \/CANCEL\l
p. vy

5.4. Changing an application image
You can change the image for an application in the Developer Portal.
Step 1: From the Developer Portal home page, click Apps.

Step 2: Click the application for which you want to change the image, and click Update.

TESt DEVELGPMENT

Dretails

Test
Updzte & Celztz é

Step 3: Browse for the target image, then click Submit.

You can remove the image by clicking Delete.
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5.5. Setting up notifications for an application

You can enable notifications for applications so that you are alerted when the usage of an APl is
nearing its rate limit. If you notice that an application is reaching its rate limit, you can take action
such as changing the Plan to avoid impacting the users of your application.

You can control the frequency and method of receiving notifications that inform you when the
usage of an APl is approaching and exceeding the rate limit set on the Plan you selected.

You can view notifications from the built-in activity feed and by email with the option to turn off
email notifications.

O If you have one or both of the following conditions, then you cannot receive notifications:

« The API developer disabled the activity log policy for an operation.

« The name of the rate limit plan that you are subscribing to is not one of the names that is
valid for the notifications to function.

To set up notifications for an application, complete the following steps:

Step 1: Click Apps. The Apps page opens.

d PO S t l) a n k HOME  GETTING STARTED  AF| FRODUCTE AFPS SUFPZRT & Uszar acocaunt w

Solutions for your fomorrow

Step 2: Select the application that you want to work with.

Step 3: Click the Notification settings tab. The notification settings page is displayed.

TESt DEVELOP MENT

Wb anatytics |k Notdiestion settings | W Delete

Datails # Edit

o Test

Update &

Description
Test

SAuth Redirection URL
https:test

Step 4: Select the Enable notifications for this application check box.
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Edit application notification settings

& Enable notiications for this application

Send @ notification when

@ FRate limit i excesded
P0% of the Rate limit E reached
75% of the Rate limit & resched

S0% of the Rate limit & resched

SELECT HOW OFTEN TO SEND MO TIFICATIONS
@ Evens minute
Every hour

Evary day

Bt schiilty Teed

Ermnail

SUBMIT

Step 5: By default you always receive notifications when the rate limit is exceeded. If you want to
be notified before the rate limit is exceeded, select one of the following options:

+  50% of the Rate limit is reached

+  75% of the Rate limit is reached

*  90% of the Rate limit is reached

Step 6: Select how frequently you want to receive a notification from one of the following op-
tions.

+ Every minute

« Every hour

+ Every day

O You only receive one notification per operation per rate limit threshold within your chosen
time interval. For example, if you choose Every hour and the 75% rate limit is reached twice, you
are notified about it only once.

Step 7: After you enable notifications, you always receive them in the built-in activity feed. If you
also want to receive notifications by email, select the Email check box.

@03 of the Rate limit & rezched
79% of the kate limit & resched

50% of the Rate limit & reached

SELECT HOW OFTEN T SEND NOTIFICATIONS
@ Every minute
Every hour

Every dan

But - activity feed

& Ernail
SUBMIT

The notification settings for your application are defined!
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6. APIs in the Developer Portal

6.1. Browsing available APIs, code snippets, and example operations

You can browse available APIs and their code snippets through the Developer Portal.

Code snippets are sample code fragments that are generated automatically from REST APlIs.
They demonstrate how an API consumer can invoke and use an API operation.

Step 1: From the Developer Portal home screen, click API Products.

P postbank

Solutions for your tomorrow

A AN aX

Step 2: To see more details, click the Product that contains the required API, then click the API.
You can see the following information:

+ Any additional documentation available for you to read.

+ If you need to provide a Client ID or Client Secret to access this API.

+ The authentication requirements that are required to access the API.

+ The operations or WSDL operations that belong to the API.

« The Plans that the operations belong to, including any pricing details.

Postbank HOME GETTING $TARTED  4F| FRODUCTS  SUPPORT

Solutions for your tomarrow

Payment Initiatian 1.0.0

nnnnnn

GET fhayments fpyrent -praductl

GET jpmyments Apayment product}f..

Deseription

Cefinttions Fayment Initiation Service Provider AR

~Contaet infarmation

Endpsintz

ServelzvetCode htp flgete postiank bgspostbank ez DEVELGR MENT

PurposeCade Paths

ChargeearerCada Jpayments/{payment-product}

Step 3: To view the example code of an operation:
Click the operation’s tab to expand and show its details, including code examples. You can view
the example code for your operation in several languages:

*+ cURL
*  Ruby
+  Python
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- PHP

+ Java

* Node
+ Go

+  Swift
« C

- C#

‘a Postbank HOME ~GETTING STARTED 4P| PRODUCTS  SUPPGRT o T

Solutions for your tomorrow

Payment Initiation 1.0.0

APls

FI$AFI 1.0.0
© risapiin
-
POST fpayments fpayment -pradust) -
Open AFI

GET jpmyments Apayment product}f..

GET ayments fipymant-praduct). F—

Definitions Fayment Initiation Service Provider APl

Amount ~~Contast infarmation

6.2. Selecting a Plan

A Plan is a collection of REST API operations and SOAP API WSDL operations. In the Developer
Portal you can browse and select the most appropriate Plan to use with your application.

© | - |
You must register an application to use with a Plan.
To select a Plan, complete the following steps:

Step 1: In the Developer Portal, click API Products.

Szarch O\

d Postbank HOME  GETTING STARTED  AF| FRODUCTS  SUPFORT LOGIN | CREATEAN ACCOUNT

Solutions for your fomorrow

Al Al o

Step 2: Click the Product that contains the Plan that you want to work with.

Step 3: In the Plan section of the Product, click the Plan on the left that you want to use. The
details of the selected Plan are displayed.
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Payment Initiation 100

Plans
Default Plan [
Step 4: After you have identified the plan Step 5: Select the application that you want
that you want to use, click Subscribe. The to use with this Plan, and click Subscribe.
Subscribe dialog box is displayed. The application details are displayed.
Plans Plans
Cetault Flan 5 T
x ited x -
Application = Application =
Selectan application to sign up to this plan. iteed Ssloctan application to sign up to this plan by
Test = @ Test ited

ited

Test 1l it

Test 1l
=
=

@ RIBE

Step 6: Optional: To view the operations for the APIs that are included in the Plans to which the appli-
cation is subscribed, click the name of the API.

Payment Initiation 1.0.0

Plans

Defsult Plan &)

FIS 4F11.00 ~ unlimited
POST fpmymentsdpayment -product) unlimited
GET fpmyments psyment -prod uct{pmyment d} unlimited
GET fmyments Apsyment -prod usthlpmment dks... unlimited

SAuth2 1.0.0 ~ unlimited
GET fosuth2/suthorge unlimited

POST fomuth2ftoken unlimited

Free

Step 7: If the Plan is not restricted, you can use it immediately. If the Plan is restricted, the Plan is
shown as Pending Approval, and you cannot use the requested Plan until the administrator approves
your request.

You have selected a Plan!
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6.3. Signing up to use an API

You can sign up to use an API in the Developer Portal.

O You must have registered an application in order to sign up to use an API.

Step 1: From the Developer Portal home page, click APl Products.

Search O\

'3 POStban k HOME GETTING $STARTED AP| PRODUGCTS  SUPPORT

Selutions for your temorrow

A aN a

Step 2: Click the name of the APl you want to work with, and click Details.

Step 3: In the Plans section, identify the Plan that you want to work with from the list of Plans
available on the left, then click Subscribe.

Step 4: Use the radio buttons to select the application with which you want to use this Plan, then
click Subscribe. You have signed up to use an API.

6.4. Viewing application subscriptions
You can view which APIs your application is subscribed to in the Developer Portal.

Step 1: From the Developer Portal home page, click Apps.

d POS t b a n k HOME  GETTING STARTED  AP| PRODUCTS  APPS  SUPPORT & Uscraccount w

Solutions for your lomorrow

Step 2: Click the name of the target application. Details of the Plans and APIs subscribed to by
your application are displayed.

payment-intition 1,00 [efauk]) @ ViewDetai | ¥ Ursubseribe é
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6.5. Unsubscribe from a Plan

O You need to login to view this content!

Step 1: From the Developer Portal home page, click Apps.

d POS t b a n k HOME  GETTING STARTED AP PRODUCTS  APPS  SUPPORT & Usor account W

Solutions for your lomorrow

Step 2: Click the name of the target application. Details of the Plans and APIs subscribed to by
your application are displayed.

Subscriptions

Plans

paymert-inftiation .00 Glefaut] @ ViewDetai | ¥ Ursubseribe

Step 3: To unsubscribe from a Plan, click Unsubscribe alongside the Plan name.

Subscriptions

Flang

payment-initiation 00,01 (defauk] O ViewDatail | ¥ Unsubsoribe %
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7. Developer organizations in the Developer Portal

You can add, remove, and configure Developer organizations in the Developer Portal.

1.1. Editing the name of a Developer organization

You can edit the name of your Developer organization from within the Developer Portal.

Step 1: On the Developer Portal home page, click My organization.

Search O\

@ PO s t b a n k HOME GETTING $TARTED  AF| PRODUCTS  APPS  SUPPORT

Solutiong for your fomorrow

User account

Lo cut

Iy arganization

Innovate with our APIs

Welcome to our APl portal where you will find a great selection of APIs for your aweseme innovative apps

Step 2: In the Manage tab, click Edit Organization.
My organization

Manage Analytics

MY SQRGAMIZATION Mariya Petrova

Edit Drganization % » Addauser L

+ MPetrowva

Status: ACTIVE

Step 3: Enter the new name for your Developer organization in the Organization name field, and

then click Submit. You have changed the name of your Developer organization.

Edit My Organization

ORGANIZATION MAME

| Tast Test |

SUBMIT
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7.2. Adding users to a Developer organization

If the API provider organization administrator has granted you permission to collaborate, you
add users to your Developer organization with the Users panel. Those users can then access the
Developer Portal and use the APIs that have been made available to the Developer organization.

To invite users to join your Developer organization, complete the following steps.

O The Users panel is only visible if the API provider organization administrator has granted
you permission to collaborate.

Step 1: On the Developer Portal home page, click My organization.

@ PO s t l) a n k HOME GETTING $TARTED  AF| PRODUCTS  APPS  SUPPORT

Solutiong for your tomerrow User account

Log cut

Iy arganization

Innovate with our APIs

welcome to our AP portal where vou will find a great selection of APls for your awesome innovative apps

Step 2: Click Add a user.
My organization

Manage Analytics

MY ORGANIZATION  Mariys Petrous

Edit Drganizatian , nddauserxé

» MFPetrowa

Statuz: ACTVE

Step 3: Enter the e-mail address of the new user in the New user's e-mail address field.
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Edit Drganization « Addauser L

MEW USER" S E-MAIL ADDRESS

ROLE
Yiewer
@ 4pp Devalopar

Szlectwhih rale he naw e wil have in yaus avganizalian.

IMVITE MEW USER

Step 4: Under the Role heading, use the radio buttons to select a role for the new user, the roles
are:

« App Developer - Can create and edit applications and subscribe to Plans.

+ Viewer - Can only view applications and application activity.

App Developer Viewer
View and create applications View applications
View Products and APIs View Products and APls
View subscriptions and subscribe to View subscriptions
use APls

Use the Developer Portal test tool ~ Use the Developer Portal test tool

Step 5: Click Invite new user.
The user is added to the Developer organization, and they are sent an email with the subject line:

“Welcome to developer_organization_name”. The user must click the link that is provided to acti-
vate their account and complete the setup.

71.3. Removing a user from a Developer organization

You can remove a developer from a Developer organization in the Developer Portal.

O You must be the owner of your Developer organization and have previously added the de-
veloper you wish to remove from the organization.

Step 1: On the Developer Portal home page, click My organization.

Step 2: Click Manage in the menu.
Step 3: Click Remove user for the user you want to remove.
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